Remove ANY TOOLBAR from Internet
Explorer, Firefox and Chrome

Browser toolbars have been around for years, however, in the last couple of months they became
a huge mess. Unfortunately, lots of free software comes with more or less unwanted add-ons or
browser toolbars.

These are quite annoying because they may:

« Change your homepage and your search engine without your permission or awareness
e Track your browsing activities and searches

« Display annoying ads and manipulate search results

o Take up a lot of (vertical) space inside the browser

e Slow down your browser and degrade your browsing experience

o Fight against each other and make normal add-on handling difficult or impossible

« Become difficult or even impossible for the average user to fully uninstall

Toolbars are not technically not a virus, but they do exhibit plenty of malicious traits, such as
rootkit capabilities to hook deep into the operating system, browser hijacking, and in general just
interfering with the user experience. The industry generally refers to it as a “PUP,” or potentially
unwanted program.

Generally speaking, toolbars are ad-supported (users may see additional banner, search, pop-up,
pop-under, interstitial and in-text link advertisements) cross web browser plugin for Internet
Explorer, Firefox and Chrome, and distributed through various monetization platforms during
installation. Very often users have no idea where did it come from, so it’s not surprising at all
that most of them assume that the installed toolbar is a virus.

For example, when you install iLivid Media Player, you will also agree to change your browser
homepage to search.conduit.com, set your default search engine to Conduit Search, and install
the AVG Search-Results Toolbar.

However when you uninstall iLivid Media Player from your computer, your web browser’s
default settings will not be restored. This means that you’ll have to remove search.conduit.com
and from your favorite web browser manually.

The most common toolbar infections that can be found on the Internet are:

e Ask.com Toolbar
e Yahoo! Toolbar
e Mail.ru toolbar



« Babylon Toolbar

o SweetPacks Toolbar
e Delta Toolbar

e Searchqu Toolbar
e Sweet IM Toolbar
o DealPly Toolbar

e Funmoods Toolbar
« Softonic Toolbar

e Yontoo Toolbar

e Snap.Do Toolbar

e IMinent Toolbar

e PriceGong Toolbar

You should always pay attention when installing software because often, a software installer
includes optional installs, such as these toolbar. Be very careful what you agree to install.
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Always opt for the custom installation and deselect anything that is not familiar, especially
optional software that you never wanted to download and install in the first place. It goes without
saying that you should not install software that you don’t trust.

How to remove ANY Toolbar from Internet Explorer,
Firefox and Chrome (Virus Removal Guide)




This page is a comprehensive guide, which will remove ANY Toolbar from Internet Explorer,
Firefox and Google Chrome.

Please perform all the steps in the correct order. If you have any questions or doubt at any point,
STOP and ask for our assistance.

STEP 1: Uninstall ANY Toolbar malicious programs from your computer

STEP 2: Remove ANY Toolbar from Internet Explorer, Firefox and Chrome

STEP 3: Remove ANY Toolbar adware with AdwCleaner

STEP 4: Remove ANY Toolbar browser hijackers with Junkware Removal Tool

STEP 5: Remove Toolbar virus with Malwarebytes Anti-Malware Free

STEP 6: Double-check for the Toolbar infection with HitmanPro

STEP 1 : Uninstall Toolbar program from your computer

Most toolbars will install a program on your computer, while this is not a general rule, we will
need to check for any malicious programs. In this first step, we will try to identify and remove
any malicious program that might be installed on your computer.

1. To uninstall the toolbar program from your computer, click the Start button, then select
Control Panel, and click on Uninstall a program.
If you are using Windows 8, simply drag your mouse pointer to the right edge of the
screen, select Search from the list and search for “control panel®. Or you can right-click
on a bottom left hot corner (formerly known as the Start button) and select Control
Panel from there, then select Uninstall a program.
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2. When the Add/Remove Programs or the Uninstall a Program screen is displayed,
scroll through the list of currently installed programs and uninstall any recently installed
or unknown programs from your computer.

The most common programs installed on users computers are: BitGuard, Delta Toolbar,
DefaultTab, Search Protect by Conduit, Ask toolbar, Babylon Toolbar, Browser Protect,
WebCake, Mixi.DJ toolbar and many others. As a general rule, if you have not installed a
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program and don’t know what it does, you should uninstall it from your computer.
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If you are having issues while trying to uninstall the Toolbar, you can use Revo Uninstaller to
completely remove this unwanted program from your machine.

Depending on what program has installed the unwanted Toolbar, the above program may have a
different name or not be installed on your computer.

If you cannot find any unwanted or unknown programs on your machine, then you can
proceed with the next step.

STEP 2 : Remove Any Toolbar from Internet Explorer,
Firefox and Chrome

Remove Any toolbar from Internet Explorer

You can reset Internet Explorer settings to return them to the state they were in when Internet
Explorer was first installed on your PC.


http://malwaretips.com/download-revouninstaller

1. Open Internet Explorer, click on the “gear icon” 27 in the upper right part of your
browser, then click again on Internet Options.

2 82/ WA 0/ Tgws_1d=rSei=glBWUSOWOKeriA O ~» B &
go! Jos_ g

Prmt

File

Zoom (100%)
Safety

Add site to Start menu

View downloads
@ 1 Manage add-ons

F12 Developer Tools
Go to pinned sites

Go 816 e

Romaénia About Intermet Explorer

2. In the “Internet Options” dialog box, click on the “Advanced” tab, then click on the
“Reset” button.
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3. In the “Reset Internet Explorer settings” section, select the “Delete personal settings”

check box, then click on “Reset” button.
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4.

When Internet Explorer has completed its task, click on the “Close” button in the

confirmation dialogue box. You will now need to close your browser, and then you can



open Internet Explorer again.
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Remove Any Toolbar from Mozilla Firefox

If you’re having problems with Firefox, resetting it can help. The reset feature fixes many issues
by restoring Firefox to its factory default state while saving your essential information like
bookmarks, passwords, web form auto-fill information, browsing history and open tabs.
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1. In the upper-right corner of the Firefox window, click the Firefox menu button (=),
then click on the “Help” (#) button.
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2. From the Help menu, choose Troubleshooting Information.
If you’re unable to access the Help menu, type about:support in your address bar to bring



up the Troubleshooting information page.
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3. Click the “Reset Firefox” button in the upper-right corner of the “Troubleshooting
Information” page.
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4. To continue, click on the “Reset Firefox” button in the new confirmation window that
opens.

@ Troubleshooting Informati... %

& 0 sbout:support

Troubleshooting Information

This page contain technical information that mught be useful when you're trying to solve a problem, ¥ Reset Firefox to its default state

you are looking for answers to common questions about Firefox, check out our zupport website. e h peoblems which you cant

I
p=
Reset Firefox .| be, stant frech with caly your essential
mation.

| Copy raw data o cipboard HT:OWM Are you sure you want to reset Firefox to its indial state? ——
Farefox will try to preserve your: MJ
Windows and Tabs
Application Basics Beowing History snd Bookmarks
Saved Passwords
Saved Form History
Cooloes
Firefox will restart and everything else will be 4

[mrgul Concel |

Crash Reports for the Last 3 Days

5. Firefox will close itself and will revert to its default settings. When it’s done, a window
will list the information that was imported. Click on the “Finish*.

Note: Your old Firefox profile will be placed on your desktop in a folder named “Old Firefox
Data“. If the reset didn’t fix your problem you can restore some of the information not saved by
copying files to the new profile that was created. If you don’t need this folder any longer, you
should delete it as it contains sensitive information.

Remove Any Toolbar from Google Chrome




1. Click on Chrome’s main menu button, represented by three horizontal lines ( = ) .When

the drop-down menu appears, select the option labeled Settings.
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2. Chrome’s Settings should now be displayed in a new tab or window, depending on your
configuration. Next, scroll to the bottom of the page and click on the Show advanced



settings link (as seen in the below example).
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The default browser is cumrently Google Chrome.

Chrome’s advanced Settings should now be displayed. Scroll down until the Reset
browser settings section is visible, as shown in the example below. Next, click on the



Reset browser settings button.
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A confirmation dialog should now be displayed, detailing the components that will be
restored to their default state should you continue on with the reset process. To complete



the restoration process, click on the Reset button.

3, Settings - Resetbrowser: x % Y
€« C & [ chromey/settings/resetProfileSettings

Reset browser settings

Your browser settings will be restored to thew ongmal defaults, This will reset your
homepage, new tab page and search engine, disable your extensions and unpin all tabs
It wall also clear other temporary and cached data, such as cookies, content and site
data.

Leam more Res& Cancel

STEP 3: Remove ANY Toolbar adware from your computer
with AdwCleaner.

The AdwCleaner utility will scan your computer and web browser for malicious files, adware
browser extensions and registry keys, that may have been installed on your computer without
your knowledge.

1. You can download AdwCleaner utility from the below link.
ADWCLEANER DOWNLOAD LINK (This link will automatically download
AdwCleaner on your computer)

2. Before starting AdwCleaner, close all open programs and internet browsers, then
double-click on the AdwCleaner icon.



http://general-changelog-team.fr/fr/downloads/finish/20-outils-de-xplode/2-adwcleaner
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If Windows prompts you as to whether or not you wish to run AdwCleaner, please allow
it to run.
3. When the AdwCleaner program will open, click on the “Scan” button as shown below.
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AdwCleaner will now start to search for any malicious files that may be installed on your
compulter.



4. To remove the malicious files that were detected in the previous step, please click on the
“Clean” button.
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5. AdwCleaner will now prompt you to save any open files or documents, as the program
will need to reboot the computer. Please do so and then click on the OK button.
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STEP 4: Remove ANY toolbar browser hijacker with
Junkware Removal Tool

Junkware Removal Tool is a powerful utility, which will remove ANY toolbar redirect from
Internet Explorer, Firefox or Google Chrome.

1. You can download the Junkware Removal Tool utility from the below link:
JUNKWARE REMOVAL TOOL DOWNLOAD LINK (This link will automatically

download the Junkware Removal Tool utility on your computer)
2. Once Junkware Removal Tool has finished downloading, please double-click on the

JRT.exe icon as seen below.



http://thisisudax.org/downloads/JRT.exe

If Windows prompts you as to whether or not you wish to run Junkware Removal Tool,

please allow it to run.

Junkware Removal Tool will now start, and at the Command Prompt, you’ll need to press
any key to perform a scan for the toolbar hijacker.

Please save any work in your bhrowsers hefore proceeding.
Your desktop may temporarily disappear during this scan.
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A Windows Explorer window
These actions are normal.

¢ DISCLAIMER

This software is provided

warranty of any kind. You may use this software

may also open.
Don’t panic.

I

’

without

"as is'

at your own risk.

if you wish to exit.

Otherwise.

d el bl bl bd bl bl bl bd bd bl bd bd

Press any

Creating
Checking
Checking
Checking
Checking
Checking
Checking

key to continue .

a registry backup
Startup

Modules

Processes
Services

Files

Folders

Please be patient as this can take a while to complete (up to 10 minutes) depending on
your system’s specifications.



4. When the scan Junkware Removal Tool will be completed, this utility will display a log
with the malicious files and registry keys that were removed from your computer.
| JRT - Not, ~ .
fie Edit Format View Help

L
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— Registry values

successfully repaired: [Registry value] HKEY_CURRENT_USER\Software'\Microsoft\Internet Explorer‘\Main\\Start Page
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Successfully repaired: [Registry value] HKEY_USERS\5-1-5-18\Software'\Microsoft\Internet Explorer'Main\\Start Page
Successfully repaired: [Registry value] HKEY_USERS)\S-1-5-19\Software\Microsoft\Internet Explorer‘Main\\Start Page
Successfully repaired: [Registry va1ue} HKEY_USERS\5-1-5-20\Sof tware'\Microsoft\Internet Explorer‘mMain\\Start Page -
Successfully repaired: [Registry value] HKEY_USERS)\S-1-5-21-1327369714-3033071532-1096447129-1000"Software'\Microsof

~— ReEQiStry Keys

Successfully deleted: [Registry Key] HKEY_LOCAL_MACHINE\Software'\conduit

Successfully deleted: [Registry Key] HKEY_CURRENT_USER\Software)\startsearch

Successfully deleted: [Registry Key] HKEY_CURRENT_USER\Software'\AppDatalLow\Software\smartbar
Successfully deleted: [Registry Key] HKEY_CURRENT_USER'\Software‘\AppDatalLow\sprotector

successfully deleted: [Registry Key] HKEY_CURRENT_USER\Software\conduit
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STEP 5: Remove Any Toolbar virus with Malwarebytes
Anti-Malware FREE

Malwarebytes Anti-Malware Free uses industry-leading technology to detect and remove all
traces of malware, including worms, Trojans, rootkits, rogues, dialers, spyware, and more.

It is important to note that Malwarebytes Anti-Malware works well and should run alongside
antivirus software without conflicts.

1. You can download download Malwarebytes Anti-Malware from the below link.
MALWAREBYTES ANTI-MALWARE DOWNLOAD LINK (This link will open a
new web page from where you can download Malwarebytes Anti-Malware Free)

2. Once downloaded, close all programs, then double-click on the icon on your desktop
named “mbam-setup-consumer-2.00.xx " to start the installation of Malwarebytes Anti-
Malware.



http://malwaretips.com/download-malwarebytes

*'You may be presented with a User Account Control dialog asking you if you want to
run this file. If this happens, you should click “Yes” to continue with the installation.
When the installation begins, you will see the Malwarebytes Anti-Malware Setup Wizard
which will guide you through the installation process.

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will install Malwarebytes Anti-Malware version
2.00.0.0504 on your computer.

Itis recommended that you dose all other applications and
temporarily disable your antivirus and firewall before
continuing.

Click Next to continue, or Cancel to exit Setup.
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To install Malwarebytes Anti-Malware on your machine, keep following the prompts by



clicking the “Next” button.

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished installing Malwarebytes Anti-Malware on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

Enable free trial of Malwarebytes Anti-Malware Premium

Launch Malwarebytes Anti-Malware
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Once installed, Malwarebytes Anti-Malware will automatically start and you will see a
message stating that you should update the program, and that a scan has never been run
on your system. To start a system scan you can click on the “Fix Now” button.



A scan has never been run on your system

v Malwarebytes Anb-Maware Trad

Database \&rsion: A\ v2013.06.10.06

Scan Progress: v Next scheduled scan: 2/28/2014 3:32:52 AM

Rea-Tme Protection: v Malware and Malcious Websie Protection enabled

Scan Now »

Alternatively, you can click on the “Scan” tab and select “Threat Scan®, then click on the



“Scan Now” button.
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5. Malwarebytes Anti-Malware will now check for updates, and if there are any, you will
need to click on the “Update Now” button.
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6. Malwarebytes Anti-Malware will now start scanning your computer for the pop-up virus.
When Malwarebytes Anti-Malware is scanning it will look like the image below.
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Learn more »

7. When the scan has completed, you will now be presented with a screen showing you the
malware infections that Malwarebytes’ Anti-Malware has detected. To remove the
malicious programs that Malwarebytes Anti-malware has found, click on the
“Quarantine All” button, and then click on the “Apply Now” button.
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4 Maiwarebytes Anti-Malware

® Scan Complete - Malware Detecte

Malwarebytes Anti-Malware has detectaed one or more t
Cick here to view results,
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Please note that the infections found may be different than what is shown in the image.
Malwarebytes Anti-Malware will now quarantine all the malicious files and registry keys

that it has found. When removing the files, Malwarebytes Anti-Malware may require a

reboot in order to remove some of them. If it displays a message stating that it needs to

reboot your computer, please allow it to do so.



&1 Mabwarebytes Anti-Mabware (Trial) 200.0.0504

Malwarebytes

3&. Potential Threats Detected!

Export log Copy to Clipboard
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Detected [tem Type Action Locabon

o vad )
&% Makwarcbytes Anti-Malware [
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All selected items have been removed successfully. A log file has been saved to
the logs folder.

} Your computer needs to be restarted to complete the removal process.
Would you kike to restart now?

I—Vq@.) Lo

Main Menu
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After your computer will restart, you should open Malwarebytes Anti-Malware and
perform another “Threat Scan” scan to verify that there are no remaining threats

STEP 6: Double-check for the Toolbar infection with
HitmanPro

HitmanPro is a second opinion scanner, designed to rescue your computer from malware
(viruses, trojans, rootkits, etc.) that have infected your computer despite all the security measures
you have taken (such as anti virus software, firewalls, etc.). HitmanPro is designed to work
alongside existing security programs without any conflicts. It scans the computer quickly (less
than 5 minutes) and does not slow down the computer.

1. You can download HitmanPro from the below link:
HITMANPRO DOWNLOAD LINK (This link will open a new web page from where
you can download HitmanPro)

2. Double-click on the file named “HitmanPro.exe” (for 32-bit versions of Windows) or
“HitmanPro_x64.exe” (for 64-bit versions of Windows). When the program starts you
will be presented with the start screen as shown below.



http://malwaretips.com/download-hitmanpro

SurfRight

HitmanPro

second opinion anti-malware
forensics-based, cloud-assisted

Check your computer for all forms of mahcious software, in¢ luding viruses, trojans,

rootkits, worms, spyware, fake software and keyloggers

Click Next to scan for malicious software

a in-cloud technology partners : Bitdefender, Kaspersky Lab

Click on the “Next” button, to install HitmanPro on your computer.



Would you like to store a copy of the HitmanPro program file on this computer?
@ Yes, create a copy of HitmanPro se [ can regularly scan this computer (recommended)

[V] Automatically scan the computer daily during startup
[V] Create a shortcut on the desktop
[ Create shortcuts in the Start menu

() No, T only want to perform a one-time scan to check this computer

Registration
E-mail Address:

Confirm E-mail Address:

2 Please e-mail me important product notifications and opportunities to save on
‘enhancements to my online security




3. HitmanPro will now begin to scan your computer for any malicious files that may be on
your machine.

Classifying (71%) .. 1m 245
ﬁ
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bot (2).exe Qa Trojan Delete »
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Identified Threats: 55 (Traces: 61

4. When it has finished it will display a list of all the malware that the program found as
shown in the image below. Click on the “Next” button, to remove any virus that has been



Malicious software was detected, Close all apphications and click Next to remove the malicious sof e. During
certain programs may terminate unexpectedly

flv-player.exe % Riskware Quarantine v 4
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fix_even.exe % Riskware Quarantine »

C\Users‘\MalwareTips\Downloads)\

PricePeep.exe @ Riskware Delete v
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5. Click on the “Activate free license” button to begin the free 30 days trial, and remove
all the malicious files from your computer.

Product Activation

Activate your copy of HitmanPro to remove malicious software.

Please enter the product key that you received when you purchased HitmanPro in the field below in format
XOCKOEX0000C X000 XXX, Activation will register the product key to this computer,

Product Key: Activate

1do not have a product key

- Activate free license
This one-time license is ‘;z:’v{':f):r thirty days

License Information

A\ HitmanPro is not activated,



